000 MKK «Yemeprec»
Pexomenganuu no 3amurte nHGpOpMaNu B LeJAX NPOTHBOAeHCTBUSA
HE3aKOHHBIM (PMHAHCOBBIM ONEPANUAM

1. O6mIeCcTBO ¢ OrpaHUYECHHONW OTBETCTBEHHOCTHI0O MHUKpOKpeauTHas koMmanus «Yemeprec» (Kommamnms)
B pamkax coOmroaeHus tpeboBanuii I[lomoxenuss bamka Poccum ot 17.04.2019 Ne 684-I1 «O6
YCTaHOBJICHUH OOS3aTENbHBIX I HEKPEeOUTHBIX ()WHAHCOBBIX OpraHM3aluii TpeboBaHUI K
o0ecreueHuIo 3amuThl UHGOPMAIUU TIPU OCYIISCTBICHUH JCATCIBHOCTH B cepe (HUHAHCOBBIX
PBIHKOB B IEISIX TMPOTUBOJACUCTBUSA OCYIISCTBICHHUIO HE3aKOHHBIX (DMHAHCOBBIX —OICPAIIHID)
YBEAOMIISICT CBOMX KJIMEHTOB, HWCIOJB3YIOIIUX aBTOMATH3MPOBAHHBIC CHCTEMbBI IS TOIYYCHHS,
MIOATOTOBKH, 00paOOTKH, Mepeaayn U XpaHeHUs WHPOpPMAITUU B 3JICKTPOHHOH (GopMe 0 BO3MOXKHBIX
pUCKax TOJy4YeHHsS HECAHKIIMOHWPOBAHHOTO JAOCTynma K HH(OPMAIMU, C IIENBI0 OCYIIECTBICHUS
(hMHAHCOBBIX OMepaIiii JUIaMy, He OOJIAJAaroIIMMHU MPaBOM HX OCYIIECTBJICHHS, B TOM YHCIE TPH
yTpare (morepe, XWIIEHWH) KIMEHTOM YCTPOWCTBA, C MCIOIB30BAHHEM KOTOPOTO MM COBEPIIAJIHCH
JNEHCTBHS B IENAX OCYIICCTBICHHUS (PMHAHCOBOW OMEpPAaliU U HEOOXOAMMOCTH 3alIUThl MH(POPMAIUU
OT BO3ACUCTBHS MPOTPAMMHBIX KOJOB, MPHUBOMSAIIMX K HAPYIICHHUIO MITATHOTO (YHKIMOHUPOBAHUS
CpeACTBa BBIYUCIUTENILHON TEXHUKH, CBOCBPEMEHHOMY OOHApY>KEHUIO BO3ACHUCTBHSA BPEIOHOCHOTO
kona. nsg neneit Hacrosmux PexomeHmauuii 0o cpeacTBaMU BbIYUCIUTENBHON TexHUKH Kommanus
MMOHMMAET COBOKYITHOCTh MPOTPAMMHBIX W TEXHHYECKHX JIIEMEHTOB CHUCTeM OOpaOOTKH TaHHBIX,
CHOCOOHBIX ()YHKITHOHHUPOBATh CAMOCTOSITENIHHO WM B COCTaBE APYTUX CUCTEM.

2. Hacrosie PekoMeHaaimy pa3smeriaroTes Ha odummanbaoM caiite Kommanuu https://credit365.ru/

3. K mpuumHaM BO3HHMKHOBEHHUS BO3MOKHBIX PHUCKOB IMOJYYCHHS HECAHKIMOHWPOBAHHOIO IOCTyHa K
nHpopmanun Komnanust OTHOCHT:

3.1. HeorpaHu4eHHBII TOCTYII TPETHHX JIUI] K CPEACTBAM BBIYUCIUTENILHON TEXHUKH;

3.2. HeorpaHW4eHHBIH JOCTYyNl TPeThUX JHIl K WHPOPMAIMU O JIOTMHAX W MHaposiX,
UCTIONB3YIOMUXCS MPU paboTe ¢ HHPOPMAIMOHHBIMU PECYPCaMH;

3.3. Hecobnroenne pexkxnMa KOHQHUISHIIUATLHOCTA B OTHOIICHUHN 3alUIaeMOi HH)OPMAaIUU B
HH(POPMAITMOHHO-TEIICKOMMYHHKAIIMOHHOM ceTn «THTepHET,

3.4. YTpara (notepsi, XuIllleHHe ) KIIMEHTOM YCTPOHCTB BBIYMCIUTEILHON TEXHUKH U KapT NaMsITH;
3.5. OrcyTcTBHE HaUIEKAILETO IPOrPAMMHOr0 OOeCTIeUeHHS;

3.6. OrcyTcTBHE KaueCTBEHHOW aHTHBUPYCHOW MPOTPaMMHOM 3aIllUTHI;

3.7. HecoOnroieHne KJIMEHTOM HacTosmux Pekomenpanuii. Hacrosimuii mnepedeHb NpUYUH
BO3HUKHOBEHHSI PUCKOB ITOJNyYEHUS HECAHKIIMOHHPOBAHHOTO MOCTyNa K WH(pOpMAIH HE
SBJISIETCSA UCUEPIIBIBAIOIITUM.

4. B nensx mpeaoTBpalieHusl HeCAHKIIMOHUPOBAHHOTO JOCTYMa K WHGOPMAIMK U HAPYLIECHHS IITaTHOTO
(YHKIMOHUPOBAHUS CPEICTB BBIUMCIMTEIBHON TeXHUKH KoMIaHusi peKOMEHIYeT CIEeAyIOIIUe Mephl
3aLUTHIL:

4.1. Ing 3amuThl MOOWJIBHBIX YCTPOWCTB: * CBOEBPEMEHHO YCTaHABIMBATH OOHOBJICHUS
0€30IaCHOCTH  ONEPAalMOHHON CHCTEMBl; * MPH HAJIUYUM TEXHUYECKOH BO3MOXKHOCTH
BKITIOYHTH IIU(PPOBAHNE JIAHHBIX; * HE OTKJIFOUATh U HE B3JIaMBIBaTh BCTPOCHHBIE MEXaHU3MBI
0e30macHOCTH; 2 * COXPaHATh B TailHE MM MOJIb30BATeNsl (JIOTMH), Maposib ISl I0CTyNa B



4.2.

4.3.

nH(POPMAIIMOHHBIE CHUCTEMBI, SMS-KOIbI, * 3alIUINaTh MApOJIIMU YYETHBIC 3allHCH
OTIepaIIOHHON CUCTEMEI, * HE XPaHUTh JIOTUH U TapoJib B MOOMIIEHOM TenedoHe, cMapTdoHe,
KOMITBIOTEPE; * PEryJSIPHO OOHOBIATH MApPOJIM; * HE HCIIONB30BaTh ONWHAKOBBIC JIOTUH U
Mapojib Ui JOCTyIAa K pPa3inyHbIM CHCTEMaM; * JJIMHA MapoJis AODKHA OBITh HE MeHee 8
CHMBOJIOB; ® BKJIIOYATh B IMApOJIb 3arjlaBHBIC W TIPOINMCHBIC CHUMBOJIBI, IMUQPHI, a TaKkKe
CHEIMATIbHBIE CUMBOJIBI; * HE UCIOJL30BaTh (DYHKIIUIO 3aIIOMUHAHUS JIOTHHA U TIAPOJIS;, * HE
WCIIONIb30BATh B KAUYECTBE Mapos uMs, (haMUIIHIO, IEHb POXKICHUS U IPYyTHe aMsTHEBIE ATH,
HOMep Tenie)OHa, aBTOMOOWIIS, aJpec MECTOXKHUTEIbCTBA U JIPYTUC JTaHHBIC, KOTOPHIC MOTYT
OBITh TTOOOpaHBI 3JO0YMBINIIICHHAKOM IyTEM aHaim3a WH(OPMAIMN O TOJB30BaTeNe; * He
MIPOU3HOCUTH BCIIYX, HE 3alMCHIBATh U HE XPaHUTh B TFOOOM JIOCTYITHOM ITOCTOPOHHUM JIUIIAM
MecTe TapoJIu.

JU7st 3aIUTHI IEPCOHATIBHBIX KOMITBIOTEPOB: * UCIIOI30BaTh UCKIIOYNTEIBHO JTHIECH3NOHHOE
CHCTEMHOE ¥ TPHUKJIATHOE IIPOrpaMMHOE 00eCIIedeHHe; * YCTAHOBUTh Ha KOMITBIOTEP TOJIBKO
OIHY ONEPAalMOHHYI0O CHUCTEMY; ® HE yCTaHABJIMBATH M HE HCIIOJIH30BaTh Ha KOMIIBIOTEPE
nmporpaMmbl  Jid  YAQJICHHOI'O YIHpaBJICHHSA, * YCTAHOBUTb U PEryJIApHO O6HOBJI$1TI)
JIMIICH3NOHHBIC AHTUBUPYCHBIC IPOIrpaMMbl; = CBOCBPEMCHHO IIPOBOJUTH O6HOBHCHI/IC
CUCTEMHOTO W MPHKIAJHOIO TMPOTPAaMMHOTO OO0ECleueHHs; * HE HCIOJIb30BaTh
OOLIEIOCTYIIHBIE KOMITBIOTEPHl M IyONWYHBIE OECIpOBOAHBIE CETH JUIA JOCTyNa K
nH()OPMAMOHHBIM CHCTEMaM; * TpPH Hepenade WHPOPMAIUU C HCIOIb30BAHUEM UYKHX
KOMITBIOTEPOB, ITOCJIE 3aBEPIICHHS BCEX ONEpaIMii yOSIUThCS, YTO TePCOHATBHbIEC JaHHBIE U
apyras uH(opManus He COXPAaHWINCH; * HE ITepeAaBaTh MEPCOHAJbHBIC NAHHBIE W HHYIO
KOHQUICHIMANbHYI0O HHGOPMALIMIO MPH MOJYYCHUH MHCEM MO 3JEKTPOHHON ModTe, eciH
MOJIYy4YCHUC TaKUX MHUCEM HMHUIIMUPOBAHO HE BaMI/I; " HC NCPCXOAUTH IO CChUIKAM B TAKHX
MHUCbMaX, HE OTKPHIBATh BJIOKCHHBIC MPWIOKEHUS (TaKHE€ PECYpPChl MOTYT COAEpkKaTh
BPEIOHOCHOE IPOrpaMMHOE OOecIieueHne); * B cliydae OOHApYKEHHUS IOIO03PUTEIBHBIX
NeUCTBHUI, COBEPIICHHBIX B KOMITBIOTEPE, HE3aMEUTUTETIFHO CMEHUTD JIOTUH M NApoJib; * IPH
OOHapy’>KeHUH COBEPLICHNS HE3aKOHHBIX (PMHAHCOBBIX OIEpalliii — He3aMeUTUTEIBHO MOAATh
3as4BJICHHUC O JAaHHOM (I)aKTe B IMMPABOOXPAHUTCIIBHBIC OpraHbl U COXPaHUTH JOKa3aTCJIbCTBA
JaHHOTO (aKkTa B YCTPOWCTBE; ® TpPH pabOTe C MHBIMH HOCHTENSIMH HH(pOpManuu mnepen
Ha4ajoM paboOThl OCYIIECTBISTh HX TPOBEPKY HA IMPEIMET OTCYTCTBHUS KOMITBIOTEPHBIX
BHPYCOB.

B mensx 3amuThel WHGOpPMAMH OT BO3JACHCTBHS MPOTPaMMHBIX KOJOB, MPHBOMSIIMX K
HapYIIECHHIO IITATHOTO PYHKIIMOHUPOBAHUS CPEJICTB BHIYUCIUTEIILHONW TEXHUKHU: * OOHOBJISAThH
AHTHBUPYCHbIE IPOrpaMMbl Ha IOCTOSIHHOM OCHOBE; * OCYILLIECTBIISTH PETyJISIPHBIA KOHTPOJIb
paboTOCTIOCOOHOCTH aHTHUBHPYCHBIX MPOTpaMM; * CO3/aTh YCJIOBHUS, IPH KOTOPBIX
HEBO3MOXXHO HECAaHKLIMOHHMPOBAHHOE OTKIIOYCHHS CPEICTB AHTHBUPYCHOM 3allWThI, *
aHTUBHMPYCHAsl 3allMTa JOJDKHA oOecrednBaTh COXpaHEHHE Oe30MacHOr0 COCTOSHUS
nHGOPMAaLUK TPH JTIOOBIX COOSIX; * BBIHECTH SIPIBIK JUIS 3aIlyCKa aHTUBUPYCHOM MPOrpaMMEI
Ha pabouuil CTOJ IEPCOHAIBHOIO KOMIIBIOTEpA Ul €€ PEryJIpHOIO HCIOJIb30BAHUS. 5.
Kommanust ynenser Oonplioe BHMUMaHHE Oe30macHOCTH Bammx ngaHHBIX, NpUHAMAas Bce
HEO0OXOUMBIE MEpHI U WX 3alUTHl ¥ MPEAYIPERKIAET CBOUX KIMEHTOB O HEOOXOIUMOCTH
TaKXe MPOSBIISATH OCTOPOKHOCTb, OCBEAOMIICHHOCTh M CO3HATEILHOCTH MPHU OOpaIleHHH C
nHpOpPMaIIHEH.



